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The goal of this assessment is to help Australian businesses understand and reduce 
security risks within their Microsoft 365 environment. This assessment reviews your 
Microsoft 365 configuration against best practices and provides clear 
recommendations to strengthen your security posture. 

Microsoft 365 is integral to many Australian organisations, supporting identity 
management, email, SharePoint, OneDrive, Teams, collaboration, and device 
management. With users accessing Microsoft 365 from offices, homes, and mobile 
devices, sensitive business data can be exposed in multiple ways. 

This document helps strengthen your organisation’s security posture by identifying key 
risks across user, identity, and authentication controls and outlining actions to address 
them. Recommendations are based on Microsoft 365 Business as a minimum, though 
many apply to other licensing levels.

A1 Technologies specialises in securing Microsoft 365 environments. This assessment 
reflects our experience supporting clients to continuously enhance their security 
through our Managed Services. It is anchored against the Australian Cyber Security 
Centre’s Essential Eight framework and Microsoft security best practices. It is provided 
to help Australian businesses proactively reduce risk and increase compliance.

If you require assistance completing the assessment, implementing recommendations, 
or exploring Managed Services options, we’re here to help.

30% of Cyber Incident Breaches 
in Australia Come From 
Compromised or Stolen 

Credentials

30%

Another 43% From Phishing 
Attacks

43%
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Overview
The threat is real:

https://www.cyber.gov.au/business-government/asds-cyber-security-frameworks/essential-eight
https://www.cyber.gov.au/business-government/asds-cyber-security-frameworks/essential-eight
https://learn.microsoft.com/en-us/microsoft-365/admin/security-and-compliance/m365b-security-best-practices?view=o365-worldwide
https://www.a1t.com.au/about-us/contact-us-today/
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Identity Security
● Multi-Factor Authentication 

(phishing-resistant)

● Conditional Access Polices

● Administrative Roles 

02
Microsoft Secure Score 

● What it is?

● How to review it?

03

Device Security

● Managed Devices

● Defender for Endpoint

04
Office 365 Data Security

● SharePoint and OneDrive Sharing

● Email Protection and Authentication

● Purview Retention Policies and Data Loss 
Prevention

● Third-Party Applications 
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This assessment template will cover the following Microsoft 365 components:

Your Microsoft 
Environment 
● Environment Overview 

01

What is covered
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It is important as an organisation that you understand your Microsoft 365 Environment. Understanding what data exists within your tenant 
will help you to understand the related risks when working through this review. 
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Area Where to find Answer

Number of Users Microsoft Admin Center Example: 12 Users

Microsoft Licenses Your Products Example: 12x Business Premium

Number of Admins Role Assignments Example: 2x Global Admins, 1x Exchange Admin

Number of Mailboxes Mailboxes Example: 16 Mailboxes

Devices(Entra and Intune) Entra Devices
Intune Devices Example: 12 devices in Entra, 0 device in Intune

Secure Score Secure Score Example: Secure score – 55%, 180/350, Identity – 68%, 
Data – 88%, Apps – 44%, Devices – 50%

SharePoint Sites and storage Select “SharePoint” here and navigate to 
“Active Sites” Example: 22 sites, 1.5 TB available out of 1.6TB

Domains Domains Example: 2 Domians, 1 Healthy

Your Microsoft Environment
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https://admin.cloud.microsoft/?#/users
https://admin.cloud.microsoft/?#/subscriptions
https://admin.cloud.microsoft/?#/rbac/directory
https://admin.exchange.microsoft.com/#/mailboxes
https://entra.microsoft.com/#view/Microsoft_AAD_Devices/DevicesMenuBlade/~/Overview/menuId/Overview?Microsoft_AAD_IAM_legacyAADRedirect=true
https://intune.microsoft.com/?ref=AdminCenter#view/Microsoft_Intune_DeviceSettings/DevicesMenu/~/overview
https://security.microsoft.com/securescore
https://admin.cloud.microsoft/?#/alladmincenters
https://admin.cloud.microsoft/?#/Domains


What is it?

Microsoft Secure Score is a measurement of your 
organisation’s security posture in Microsoft 365. It 
provides a numerical score (expressed as points or 
percentage) that reflects how well your environment 
aligns with Microsoft’s recommended security best 
practices. The higher the score, the stronger your 
security configuration.

The screenshot on the right showcases an example 
of an improved ‘Secure Score’ calculated in 
November of 2025.

It is important to note that the ‘points achieved’ may 
appear differently in your environment based on the 
licensing that is activated in your Microsoft 365 
tenant.

Overtime Microsoft will add new features and 

further recommendations. That is why it is 
important to regularly review your Secure Score and 
recommendations dashboard for more ways to help 
secure your environment.

How do you review it?

You can review your ‘Secure Score’ and Microsoft’s 
‘Recommended actions’ at - Microsoft Secure Score

This page provides with a breakdown of your score 
and the ‘Top recommended actions’ to improve your 
security posture.

If you select these options you will also receive a 
general ‘Description’ and ‘Implementation’ path to 
apply the control.
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Microsoft Secure Score
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https://security.microsoft.com/securescore


Identity is now the core of security in cloud environments. In the past year, 
Microsoft blocked 600 million identity attacks every day, and more than 99% of 
them relied on stolen or weak passwords. Attackers are increasingly targeting 
session tokens and using OAuth phishing, making identity compromise the 
leading cause of breaches.

Strong identity controls such as phishing-resistant multi-factor authentication, 
password-less sign-in, and conditional access policies can prevent over 99% of 
unauthorised access attempts. With identity-based attacks rising by 32% in early 

2025, securing identities is no longer optional—it is the foundation of every 
Microsoft 365 security strategy.

The following pages will guide you on how to review these areas of your Microsoft 
365 environment and assist you with putting together an action plan to 
implement these changes.

Below is an example of how your Identity Secure Score may appear if you have 
made minimal changes to your tenant.
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Identity Security
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Locate your ‘Identity 
Secure Score’ here – 
Identity Secure Score

https://entra.microsoft.com/#view/Microsoft_AAD_IAM/SecurityMenuBlade/~/IdentitySecureScore/menuId/IdentitySecureScore/fromNav/Identity?Microsoft_AAD_IAM_legacyAADRedirect=true


Phishing-resistant multi-factor authentication (MFA) is designed to stop 
attackers from bypassing MFA through phishing or token theft. Unlike 
traditional MFA methods such as SMS or app-based codes, phishing-
resistant MFA uses strong cryptographic authentication tied to the user’s 
device and identity. 

In Microsoft 365, this typically requires:

FIDO2 security keys or Windows Hello for Business for password-less 
sign-in.

Certificate-based authentication for managed devices. 

Integration with Microsoft Entra ID Conditional Access to enforce MFA 
policies.

Devices that support hardware-backed credentials to prevent token 
replay attacks.

These methods ensure that even if an attacker tricks a user into visiting a 
fake login page, they cannot steal or reuse authentication factors. Phishing-
resistant MFA is a critical step toward zero trust and is now recommended 
as the default for high-value accounts and privileged roles.

As an absolute minimum if the above is not possible then your ‘standard 
user’ accounts should utilise the ‘Microsoft Authenticator’ application for 
MFA.

7

1

2

3

4

Locate your ‘Authentication methods’ Policy here – Authentication 
Methods

Multi-Factor Authentication 
(Phishing-resistant)
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https://entra.microsoft.com/#view/Microsoft_AAD_IAM/AuthenticationMethodsMenuBlade/~/AdminAuthMethods/fromNav/?Microsoft_AAD_IAM_legacyAADRedirect=true
https://entra.microsoft.com/#view/Microsoft_AAD_IAM/AuthenticationMethodsMenuBlade/~/AdminAuthMethods/fromNav/?Microsoft_AAD_IAM_legacyAADRedirect=true
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Current State Recommended State Update Requirements

Disable authentication methods that are most vulnerable to phishing

• SMS
• Voice Call
• Email 

Enable required MFA methods

• Passkey
• Microsoft Authenticator
• Software OATH Tokens (for other authenticator apps)

Change migration stratas to ‘complete’

This should be done once you have set us your authentication methods and are ready to apply the 
changes.

If you do have passkey (FIDO2)

• Create a Security Group for your Administrative accounts
• Exclude your administrative accounts from all authentication methods other then ‘Passkeys 

(FIDO2)’

Warning: Ensure you have a break-glass account set up in case you accidentally lock yourself out. 
Find out more about break-glass accounts here - Manage emergency access admin account 

Review and Implementation
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https://learn.microsoft.com/en-us/entra/identity/role-based-access-control/security-emergency-access


Conditional Access is the policy engine in Microsoft Entra ID 
that helps enforce Zero-Trust principles. It allows you to control 
access to apps and data based on conditions such as user 
identity, device compliance, location, and risk level. 

In Microsoft 365, conditional access policies typically requires:

Multi-Factor Authentication for high-risk sign-ins or 
privileged roles. 

Device compliance checks to ensure only managed or 
healthy devices can access resources.  

Location-based restrictions to block or challenge access 
from risky regions. 

Session controls to limit actions like downloading files in 
unmanaged devices.

Integration with risk signals from Microsoft Defender 
and Identity Protection to adapt policies dynamically. 
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Locate your ‘Conditional Access’ Dashboard here – 
Conditional Access

5
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Conditional Access Policies

Conditional Access is essential because it moves beyond static security and applies real-time decisions, reducing the risk of credential theft and unauthorised access without 
impacting productivity.

Microsoft makes Conditional Access easy with a range of policy templates to help secure your organisation. 

https://entra.microsoft.com/#view/Microsoft_AAD_ConditionalAccess/ConditionalAccessBlade/~/Policies/menuId//fromNav/Identity?Microsoft_AAD_IAM_legacyAADRedirect=true
https://learn.microsoft.com/en-us/entra/identity/conditional-access/concept-conditional-access-policy-common?tabs=secure-foundation
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Current State Recommended State Update Requirements

Disable ‘Security Defaults’ and create a Break-Glass account

• To use Conditional Access Policies, you will need to disable ‘Security Defaults’. It is also 
recommended that you set up a Break-Glass account to avoid locking yourself out.

• Exclude the Break-glass account from all the relevant Conditional Access Policies.

Security Defaults
BreakGlass 

Set up the following Conditional Access Policies from the ‘Create new policy from templates’

• Require multifactor authentication for admins
• Require multifactor authentication for all users
• Require multifactor authentication for guest access 

Set up the following Conditional Access Policies from the ‘Create new policy from templates’

• Require multifactor authentication for risky sign-ins
• Require Password change for high-risk users

Require phishing-resistant multifactor authentication for admins (only if using Passkeys) 

Entra ID P2 required

Set up the following Conditional Access Policies from the ‘Create new policy from templates
• Block legacy authentication (if you have any accounts that require legacy authentication you 

can exclude them from this policy. We recommend setting up a ‘trusted location’ policy for 
those accounts) 

Review all other templates for anything relevant to your organisation 
• Microsoft is constantly updating these templates with new policies to assist organisations with 

securing their environment. It is important to regularly check this for any updates. 

Review and Implementation
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https://learn.microsoft.com/en-us/entra/fundamentals/security-defaults
https://learn.microsoft.com/en-us/entra/identity/role-based-access-control/security-emergency-access


Administrative accounts hold the highest level of privilege in 
Microsoft 365, which makes them the most attractive target for 
attackers. If these accounts are cluttered with unnecessary 
permissions or shared credentials, the risk of compromise 
increases dramatically. A single compromised admin account 
can lead to full tenant takeover, data breaches, and service 
disruption. 

Keeping admin accounts clean means:

Assigning least privilege—only the roles and permissions 
required for the job.

Removing unused or stale accounts promptly.

Avoiding shared admin credentials to maintain 
accountability.

Regularly reviewing and auditing admin roles to ensure 
compliance. 

Clean administrative accounts reduce the attack surface, 
simplify monitoring, and strengthen your overall security 
posture. This is a foundational step in implementing Zero Trust 
and protecting your Microsoft 365 environment.
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Locate your Admin ‘Role Assignments’ here – Role Assignments 
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Administrative Roles

You can review all your Administrative Accounts in the Microsoft Admin Center. It is important to do this on a regular basis to keep track of your privileged accounts.

https://admin.cloud.microsoft/?#/rbac/directory
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Current State Recommended State Update Requirements

Have between 2 and 4 Global Admin accounts

Depending on the size of your organisation you should have between 2-4 Global admin accounts. 
With one of them being a Break-Glass account.

Ensure that Administrative Access is of ‘Least Privilege’

It is common practice for organisations to assign the ‘Global Admin’ role to accounts that may only 
require ‘User Admin’ or ‘Exchange Admin’.

Review Admin roles here and work out what access is required for your admin accounts – Admin 
Roles

Remove any Administrative Access that is no longer required

In your review if you find an account that has not been used for over 60 days then you should 
review internally if this is still required

Create separate Admin accounts for users with admin privileges

You should have separate admin accounts for those staff members who require administrative 
access. They should not be using their standard staff account for admin activities as that account is 
more vulnerable to compromise. 

Use ‘Privileged Identity Management’ if applicable

PIM allows you to actively monitor and automate administrative usage. 
Learn more about PIM here – Privileged Identity Management 

Entra ID P2 Required 

Review and Implementation
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https://learn.microsoft.com/en-us/microsoft-365/admin/add-users/about-admin-roles?view=o365-worldwide
https://learn.microsoft.com/en-us/microsoft-365/admin/add-users/about-admin-roles?view=o365-worldwide
https://learn.microsoft.com/en-us/entra/id-governance/privileged-identity-management/pim-configure


Device security is critical for protecting access to Microsoft 365 
resources. Even with strong identity controls, an unmanaged or 
compromised device can become an entry point for attackers. 
Microsoft Intune provides centralised management and 
compliance enforcement to ensure only secure devices can 
access corporate data.

Key aspects of device security with Intune include: 

Device Compliance Policies: Require encryption, secure 
boot, and up-to-date OS patches. 

Conditional Access Integration: Block access from non-
compliant or unmanaged devices. 

Application Protection Policies: Protect corporate data 
within apps, even on BYOD devices.

Defender Endpoint Security Configuration: Deploy 
antivirus, firewall, and disk encryption settings.

Remote Wipe and Lock: Quickly remove corporate data 
from lost or stolen devices.
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You can review your Intune Device Overview here – Devices
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Device Security

5

By enforcing these controls, Intune helps maintain a strong security posture and supports Zero Trust principles by ensuring every device accessing Microsoft 365 is healthy 
and compliant.

https://intune.microsoft.com/?ref=AdminCenter#view/Microsoft_Intune_DeviceSettings/DevicesMenu/~/overview


Managed devices are a core part of Microsoft 365 security because they ensure that 
only trusted, compliant endpoints can access corporate resources. Unmanaged or 
personal devices introduce risk, as they may lack encryption, security patches, or 
malware protection.

To onboard a device as managed, organisations typically require: 

Enrolment in Microsoft Intune for centralised management. 

Compliance policies applied (e.g., disk encryption, secure boot, OS updates).

Managed devices provide visibility, control, and the ability to enforce security 
baselines. This is essential for implementing Zero Trust and protecting sensitive data 
in Microsoft 365.

It is common that an organisation may be missing out on the feature of Intune due 
to not having the required licensing. Intune device enrolment requires ‘Intune P1’ 
licensing which is included in ‘Microsoft 365 Business Premium’ and ‘Microsoft 365 
E3’. It also requires your Windows Devices to have ‘Windows Pro’ licensing.

If you satisfy these requirements then as long as your staff have signed in with their 
work account when setting the device up you should see them here.
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1

2

All Devices
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Managed Devices

https://intune.microsoft.com/?ref=AdminCenter#view/Microsoft_Intune_DeviceSettings/DevicesMenu/~/allDevices
https://intune.microsoft.com/?ref=AdminCenter#view/Microsoft_Intune_DeviceSettings/DevicesMenu/~/allDevices
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Current State Recommended State Update Requirements

Check Your Devices and Licensing fit the requirements

License – Business Premium or E3
Device – Windows Pro
No requirements for other devices 

Check that ‘Automatic Enrolment’ is configured (MDM user scope) 

Check Here - Enrollment
If you are getting your devices from a distributor, you may be able to chat with them to use 
‘Windows Autopilot’. Find more info here - Autopilot 

Set up ‘Compliance Policies’ for Windows Devices 

Ensure Compliance Policies cover essentials:
- Bitlocker
- Secure Boot
- Endpoint Security (Firewall, Antivirus, TPM, Real-time protection) 

Set up ‘Compliance Policies’ and ‘App Protection’ for Mobile Devices 

Compliance -
Requires 1 policy for Android and 1 for iOS
Microsoft has a template for both which you can edit where required
Protection - 
Requires 1 policy for Android and 1 for iOS
Microsoft does not have a template for this. See App Protection for more info  

Review and Implementation
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https://intune.microsoft.com/?ref=AdminCenter#view/Microsoft_AAD_IAM/MdmConfiguration.ReactView/appId/0000000a-0000-0000-c000-000000000000/appName/Microsoft%20Intune
https://learn.microsoft.com/en-us/autopilot/overview
https://intune.microsoft.com/?ref=AdminCenter#view/Microsoft_Intune_DeviceSettings/DevicesMenu/~/compliance
https://intune.microsoft.com/?ref=AdminCenter#view/Microsoft_Intune_DeviceSettings/DevicesMenu/~/compliance
https://intune.microsoft.com/?ref=AdminCenter#view/Microsoft_Intune_DeviceSettings/AppsMenu/~/protection
https://intune.microsoft.com/?ref=AdminCenter#view/Microsoft_Intune_DeviceSettings/AppsMenu/~/protection
https://learn.microsoft.com/en-us/intune/intune-service/apps/app-protection-policy
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Current State Recommended State Update Requirements

Conditional Access Policies for Compliance 

You can protect your company data by adding the ‘Require compliant or hybrid Azure AD joined 
device or multifactor authentication for all users’ to enforce compliance. 

Configuration Profiles can be used to push out device settings  

Review here
For more info – Configuration Profiles  
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Review and Implementation (continued)

https://intune.microsoft.com/?ref=AdminCenter#view/Microsoft_Intune_DeviceSettings/DevicesMenu/~/configuration
https://learn.microsoft.com/en-us/intune/intune-service/configuration/device-profile-create?tabs=sc


Microsoft Defender for Endpoint is a critical layer of protection for 
devices in a Microsoft 365 environment. It provides advanced threat 
detection, prevention, and response capabilities to stop attacks 
before they compromise your network. 

Key benefits include: 

Endpoint Detection and Response (EDR): Detects and 
investigates suspicious activity in real time. 

Threat and Vulnerability Management: Identifies and 
prioritises security weaknesses across devices. 

Attack Surface Reduction: Applies rules to block common 
exploit techniques and malicious behaviours 

Integration with Microsoft 365 Security: Works seamlessly 
with Intune, Conditional Access, and Microsoft Defender XDR 
for unified protection. 

Automated Remediation: Quickly isolates compromised 
devices and removes threats without manual intervention. 
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This can be found here – Endpoint Security
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Defender for Endpoint

5

Defender for Endpoint is essential for enforcing Zero Trust principles because it ensures every device is continuously monitored and protected against evolving threats.

Intune Provides an ‘Endpoint security’ dashboard to help you oversee your devices. 

https://intune.microsoft.com/?ref=AdminCenter#view/Microsoft_Intune_Workflows/SecurityManagementMenu/~/overview
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Current State Recommended State Update Requirements

Check that the Defender for Endpoint is enabled 

• Can check here
• The following should be ‘on’

Allow Microsoft Defender for Endpoint to enforce Security Configurations
• Connect ‘your devices’ version and above to Microsoft Defender for Endpoint

‘Microsoft Intune connection’ should also be enabled here 

Set up the following configurations for Windows and Mac 

• Antivirus
Disk Encryption
Endpoint Detection and Response

More information here  

Review and Implementation
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https://intune.microsoft.com/?ref=AdminCenter#view/Microsoft_Intune_Workflows/SecurityManagementMenu/~/atp
https://security.microsoft.com/securitysettings/endpoints/integration
https://learn.microsoft.com/en-us/intune/intune-service/protect/microsoft-defender-with-intune


Microsoft 365 data security focuses on protecting sensitive information as it 
is created, shared, stored, and accessed across collaboration and 
communication services. Without strong controls, data can be 
unintentionally exposed through oversharing, email-based attacks, 
misconfigured retention, or unmanaged third-party applications.  

A strong Office 365 data security posture is built on four core pillars:
  

SharePoint and OneDrive sharing controls to prevent oversharing 
and external data exposure.  

Email protection and authentication to reduce phishing, 
impersonation, and data leakage through compromised 
mailboxes.

Microsoft Purview retention and data loss prevention policies to 
govern data lifecycle, support compliance, and stop sensitive 
information from leaving the organisation. 

Third-party applications to ensure external apps only have 
appropriate, approved access to Microsoft 365 data.

 

Together, these controls reduce the risk of data loss while enabling secure 
collaboration and form the foundation for protecting information in a 
modern Microsoft 365 environment. 
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Microsoft 365 Data Security



SharePoint and OneDrive are central to collaboration in Microsoft 365, but they are 
also one of the most common sources of unintended data exposure. Files are 
frequently shared with external users, guests, or via anonymous links, often without 
ongoing review or visibility. Without proper controls, sensitive information can quickly 
be overshared beyond the intended audience.

Effective sharing security focuses on controlling who can share, what can be shared, 
and how long access remains active. This includes limiting external and anonymous 

access, applying expiration policies to sharing links, and ensuring permissions follow 
the principle of least privilege. When combined with monitoring and regular access 
reviews, these controls reduce the risk of data leakage while still enabling secure 
collaboration.

Strong SharePoint and OneDrive sharing controls are a foundational component of 
Microsoft 365 data security, helping organisations balance productivity with 
consistent protection of sensitive information.
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This Dashboard can be found here -
https://(yourorgname)-
admin.sharepoint.com/_layouts/15/online/AdminH
ome.aspx#/sharing

Replace “(yourorgname)” with the org name in 
your SharePoint URL
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Sharepoint and Onedrive Sharing
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Current State Recommended State Update Requirements

Do not allow ‘Anyone’ Sharing 

Anyone sharing creates public links to your data. This should only be used when necessary for a 
public facing SharePoint site. It should be enabled for that site only and disabled for all other sites.

Otherwise Sharing should be set to ‘New and existing guests’. Or if you do not allow any external 
sharing then to ‘Only people in your organisation’ 

More External sharing settings should be as per below:  

• Do not allow guests to share items they don’t own
• Guest access to a site or OneDrive should expire after a maximum of 90 days
• People must reauthenticate after 7 days   

All other settings are organisation preference 

Review and Implementation
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Email is one of the most common attack vectors in Microsoft 365 and remains the 
primary delivery method for phishing, impersonation, and malware. Attackers 
regularly exploit weak email controls to gain initial access, trick users into sharing 
credentials, or spoof trusted domains to bypass security awareness.

Effective email security focuses on both protecting users from malicious content and 
authenticating email to ensure it can be trusted. This includes advanced threat 
protection to detect phishing, malicious links, and malware, as well as strong domain 
authentication to prevent spoofing and impersonation attacks.

By implementing layered email protection and enforcing authentication standards, 
organisations significantly reduce the risk of account compromise, fraudulent 
communications, and data loss. Strong email security is a foundational control in 
Microsoft 365 and plays a critical role in protecting identities, data, and users from 
external threats.
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You can check your email 
domain health here Domain
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Email Protection & Authentication

https://admin.cloud.microsoft/?#/Domains
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Current State Recommended State Update Requirements

Set up SPF, DMARC & DKIM for all your emailing domains 

More information can be found here – Email Authentication
Set up SPF
Set up DKIM
Set up DMARC  

Set up Strict ‘Preset security Policy’   

This can be found here
Enable strict and follow onscreen dialogue to enable protection for all staff    

Review Rules and Connectors 

You may have ‘rules’ or ‘connectors’ set up in Exchange for third party integrations. It is important 
to review these and remove when no longer required.
Rules
Connectors 

Review and Implementation
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https://learn.microsoft.com/en-us/defender-office-365/email-authentication-about
https://learn.microsoft.com/en-us/defender-office-365/email-authentication-spf-configure
https://learn.microsoft.com/en-us/defender-office-365/email-authentication-dkim-configure
https://learn.microsoft.com/en-us/defender-office-365/email-authentication-dmarc-configure
https://security.microsoft.com/presetSecurityPolicies
https://admin.exchange.microsoft.com/#/transportrules
https://admin.exchange.microsoft.com/#/connectors


Microsoft Purview plays a critical role in protecting and governing data across 
Microsoft 365. As data volumes grow and collaboration increases, organisations must 
ensure information is retained appropriately, deleted when no longer required, and 
protected from accidental or intentional data loss.

Retention policies help control the lifecycle of data, ensuring content is preserved to 
meet legal, regulatory, and business requirements, while preventing over-retention 
that can increase risk and storage overhead. Data Loss Prevention (DLP) policies focus 

on preventing sensitive information from leaving the organisation, whether through 
email, file sharing, or user actions in Microsoft 365 apps.
Together, retention and DLP provide visibility and control over how data is stored, 

used, and shared. These capabilities reduce compliance risk, support investigations 
and audits, and help ensure sensitive information is handled appropriately without 
disrupting productivity. Purview retention and DLP are foundational to a mature 
Microsoft 365 data security and governance strategy. 
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Purview Dashboard can be 
Located here Sharepoint Sharing
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Purview Retention Policies and Data Loss Prevention

https://purview.microsoft.com/home?tid=909b0fe1-190c-4492-aaec-d7bd1d94edf1
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Current State Recommended State Update Requirements

Review and set up Retention Policies aligned with Business requirements   

• Depending on what sector your organisation exists in you may have different legal obligations 
for backing up your data.

• You can set up Retention policies to retain data for that time.

Retention Policies   

Set up Data Lose Prevention policies to identify and protect sensitive data    

• Identify what sensitive data your organisation may have (Financial, Privacy, etc) 
• Utilise one of the preset Microsoft templates for that data
• Run in simulation mode to test and review before enabling.

Data Lose Prevention     

Create an Audit Policy to retain audit logs of specific events  

• This is important as Microsoft tends to delete most audit data after 30 days. In the event you 
require this for an investigation you will need an audit retention policy.

Audit Policies  

Review and Implementation
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https://purview.microsoft.com/datalifecyclemanagement/retention
https://purview.microsoft.com/datalossprevention/policies
https://purview.microsoft.com/audit/auditpolicies


Third-party applications can significantly extend the functionality of Microsoft 365, 
but they also introduce risk if not properly governed. Many applications integrate 
using OAuth permissions, which can grant access to mailboxes, files, calendars, 
Teams data, and user profiles without requiring ongoing user interaction.

Without controls in place, users may unknowingly consent to applications with 
excessive or persistent permissions, creating blind spots in visibility and increasing 
the risk of data exposure. Compromised or poorly secured third-party apps can be 
used to access sensitive information even if user credentials are protected with strong 
authentication.

Effective third-party application security focuses on limiting who can grant consent, 
ensuring permissions follow the principle of least privilege, and maintaining regular 
reviews of existing integrations. By enforcing admin approval, monitoring application 
activity, and removing unused or high-risk apps, organisations reduce the attack 
surface and protect Microsoft 365 data from unauthorised access through external 
services. 
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You can find all the third-party apps interacting with your data here 
– Enterprise Applications 

A 1 T . C O M . A U /

Third-Party Applications

https://entra.microsoft.com/#view/Microsoft_AAD_IAM/StartboardApplicationsMenuBlade/~/AppAppsPreview?Microsoft_AAD_IAM_legacyAADRedirect=true
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Current State Recommended State Update Requirements

Review all third-party enterprise applications and remove any no longer required    

• This is important to ensure none of your data is being taken without your consent
• You will want to review this on a regular basis
• You will also want to note the permissions that each app has been granted    

Remove the ability for standard users to consent to third-party applications.     

• By default standard users can consent to applications accessing any data that they have 
access to.

• This can be disabled here – App consent
• Change this to ‘Do not allow user consent’      

Enable Cloud App Security to track all Cloud Application usage on Devices with Defender   

• If you have the required licensing (per user) then this can be enabled in Defender and you 
will have access to the data here – Cloud Discovery    

Requires Defender P2 

Review and Implementation

A 1 T . C O M . A U /

https://entra.microsoft.com/#view/Microsoft_AAD_IAM/ConsentPoliciesMenuBlade/~/UserSettings?Microsoft_AAD_IAM_legacyAADRedirect=true
https://security.microsoft.com/cloudapps/discovery


A1 Technologies supports alignment with the Australian Cyber Security Centre’s Essential 
Eight. Although Microsoft 365 addresses part of the framework, several controls sit outside 
the Microsoft environment.
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Essential 8

The Essential Eight is a set of eight mitigation strategies defined by the Australian Cyber 
Security Centre (ACSC) as the minimum-security baseline for organisations of any size or 
industry.

You can read more about the Essential 8 here.

Application Control Microsoft 365 Macro 
Settings

Restrict Administrative 
Privileges

Multi-Factor 
Authentication Patch Applications User Application 

Hardening

Patch Operating 
System Daily Backup

https://www.cyber.gov.au/business-government/asds-cyber-security-frameworks/essential-eight
https://www.cyber.gov.au/business-government/asds-cyber-security-frameworks/essential-eight


Use this section to outline key findings & recommendations for your team, managers, or 
vendors.  It should include critical, important, and general recommendations. 
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Key Findings & 
Recommendations

Critical Items

To be addressed and remediated immediately. 

1

2

Important Items

To be addressed and remediated immediately. 

1

2

General Items

To be addressed and remediated immediately. 

1

2

3 3 3

4 44
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About A1 Technologies

A1 Technologies is an Australian Microsoft Consultancy and Managed Service Provider (MSP) 

specialising in delivering robust, responsive, and secure Microsoft solutions to businesses across 

Australia and New Zealand. If you need help deploying, managing, or optimising any part of your 

technology infrastructure, feel free to reach out, we would love to hear from you.

Our Services

● Microsoft Consultancy

● IT Support & Helpdesk

● IT Security & Auditing

● SD-WAN Solutions

● Professional & Project Services

● Microsoft 365 & Azure Migration

● Entra Consulting

● Cloud Security & Auditing

● Cloud Architecture, and Optimisation

● Microsoft 365 Security Consulting

“Excellent experienced team who can quickly 
understand the pressures of a business and 
help prioritise. The A1 Team have been 
incredibly professional and highly responsive.”

Mark Woodhouse, CFO, JD Sports Fashion 
Retail

“I would like to thank A1 and commend you 
for your excellent work. 
A1 delivered beyond my expectations...”

Sandra Whitaker, IT Manager, NSW Nurses 
& Midwives Association 

“A1 Technologies took the time to really 
understand our business inside and out. 
They weren’t just focused on delivering a 
service; they genuinely cared about the 
unique challenges we face and tailored 
their solutions to suit our needs perfectly.”

A few words from our customers

Shelley Van Hoos, Head of IT and Business 
Operation Systems, Martinus Rail



Get in Touch

C O P Y R I G H T  ©  2 0 2 6  A 1 T E C H N O L O G I E S .  A L L  R I G H T S  R E S E R V E D

Jarrod Taylor, Microsoft Security SME

1300 287 910 Jarrod.taylor@a1t.com.au 
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